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Abstract—This paper describes state-of-the-art simulation
systems designed for information security and information
assurance education, training and awareness. Being people the
weakest link in the implementation of any security policy, it is of
paramount importance to strengthen that link before it gets
broken. The best way of improving the reactions of any person
when security is attempted to be compromised is by providing
him/her with better education, attractive practical training and
raising the general awareness on information assurance.
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L INTRODUCTION

Information security has become one of the main priorities
for governmental and private institutions. It has been shown in
several occasions that a big amount of all security incidents is
caused by human errors such as system misconfigurations,
security policy breaches and careless systems administration.
Since these actions were not done on purpose, most of them
could have been avoided by improving the information security
education of managers, the training of the system
administrators and the general awareness of end users.
Simulation systems are of great help for this task since they
allow hands-on experience and user interaction. This sentence,
attributed to Confucius, and also mentioned in [1], is self
explanatory: “I see and I forget, I hear and I remember, I do
and I understand”.

This paper describes the results of a research on state-of-
the-art simulation systems for information security and
information assurance education, training and awareness. As
first stage of the research, several of those systems have been
identified and studied. The second stage makes an initial
attempt to construct a taxonomy of the found simulators,
following the one proposed by Saunders [1, 2] in which five
distinct categories of simulation for information security are
defined and described:

1. PacketWars

2. Sniffers + network design tools
3. Canned attack/defend scenarios
4. Management flight simulators
5. Role-playing
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The found simulation tools have also been classified
attending to their target audience, usability, learning curve
required, level of detail, scalability, the possibility of being
remotely used, etc.

The rest of the article is structured as follows. In section 2,
brief descriptions on the research and on each of the found
tools are provided. In section 3, the results of the proposed
taxonomy are presented. Finally, the conclusion and possible
future research are offered.

II.  STATE-OF-THE-ART SIMULATION SYSTEMS

The current research has been performed by looking up
different sources such as: IEEE magazines, IEEE Xplore
Digital Library, ACM Digital Library, ISI Web of Knowledge,
SpringerLINK Book Series, Google Scholar, Scientific
Commons, Scirus, RefSeek or Scitopia, among others. Overall,
more than one hundred references including journal and
magazine articles, conference proceedings, technical reports,
thesis reports, book sections, computer programs and web
URLSs have been obtained, classified and reviewed.

While other state-of-the-art reports on information security
simulation focus on different aims of such simulations, the
authors have special interest on information assurance and on
the activities that allow transmitting the corresponding
knowledge to the students. They have experience in both the
education and private sectors in subjects directly related to
information security. Within the University environment, the
educational experience is directly related with grade and post
grade subjects in Computer Science Engineering and Industrial
Engineering at the Spanish University for Distance Education.

The education on information security subjects at
University, when available, is most of the times mainly focused
on theoretical issues. However, without an adequate practical
teaching of information assurance matters, we are leaving the
students with a weak knowledge that is not yet consolidated.
The use of a security laboratory and/or a simulated network
scenario is very beneficial as a mechanism for supporting
active learning strategies such as: learning-by-doing, learning-
by-example and learning-by-exploring.

While other forms of getting to the objective of simulating
network security situations could also include adaptations,
modifications or extensions to generic network simulators, in
this article we have chosen to focus on the tools that are
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specifically designed having information security in mind.
Nevertheless, some of these generic simulation tools and a
description of their use for information security teaching can be
found at: OPNET Modeler [3], OPNET IT Guru [4],
OMNET++ [5] and ACME Studio [6].

Some of the analyzed tools are not specifically designed for
an autonomous learning of information assurance aspects but
are anyway included because they can be used to demonstrate
certain concepts to the students even when the intervention of
the trainer will be required in all cases.

Among all the simulation tools found during the research
we are highlighting the following ones:

A. CyberProtect, developed by US DoD’s Defense
Information Systems Agency (DISA) in conjunction with
several entertainment software companies [7].

CyberProtect is an old product. It has not been revised since
July 1999. The product received several awards on its creation
year: 1999 NewMedia Gold INVISION Award (Best Overall
Design), 1999 NewMedia Gold INVISION Award (Technical
Training) and 1999 International Cinema in Industry (CINDY)
Competition Silver Award.

In spite of not being modified since 1999, the principles
that guided its creation are still valid and the application is still
fully functional. CyberProtect version 1.1 can still be obtained
on CD from the Information Assurance Support Environment
(IASE) of the US DoD’s Defense Information Systems Agency
(DISA) [7].

CyberProtect was developed as a training aid for novice
network security professionals to familiarize them with
information systems security terminology, concepts, and
policy. It is an interactive computer network defensive exercise
that provides the users with the opportunity of configuring
network security features and running them against real world
network security attacks. The users face a variety of security
threats and must make practical decisions for allocating
resources using the elements of risk analysis and risk
management. CyberProtect simulates a complete fiscal year
lifecycle of a simple computer network divided into four
sessions. After each session, the user receives feedback on
his/her performance. At the end of the last session, users are
given a report detailing their cumulative scoring classifying the
attacks by origin, type, and effectiveness.

B. The Military Academy  Attack/Defense  Network
(MAADNET) simulation designed by the Department of
Electrical Engineering and Computer Science, United
States Military Academy [8].

The aim of this application is to simulate diverse aspects of
building and managing an information system and combining
them into an information assurance learning environment.
MAADNET is built on a client-server architecture using the
discrete events simulation (DES) paradigm. The user starts
building a network on the client side in accordance with a
given scenario that is then submitted to the server which will
simulate different events. The user can build the network,
enforce policies and employ more administrators. After that,
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several scenarios can be executed against the designed network
in order to see how it behaves when attacked. After the
simulation, the built network is evaluated in order to assess
how well security was maintained.

The simulator was created for assisting in enhancing the
quality of the Information Assurance courses offered to cadets
of the US Military Academy. At a certain moment [9],
MAADNET designers decided to take the option of
collaborating and improve the work already completed by the
creators of CyberProtect (see section A above). MAADNET
was adopted by the US Defense Information Systems Agency
(DISA) as an education tool for user, manager, and technician
education.

The tool has been built using an Object Oriented Design
with Java applets. It was also foreseen to be utilized as a web
based application using Java Web Start technology. The server
hosts the simulation engine, the attack scenarios and the
evaluation mechanisms. On the other hand, the client hosts a
scenario generator tool, a network builder and the simulation
viewer. The simulation offered is a high-level one not
providing all the details down to the network protocol level.
The network is built using different components such as
switches, routers, workstations, wireless access points, etc.
Each of these components can have one or more traffic
generators associated to it.

In order to generate realistic events, the Mean Time
Between Failures (MTBF) is one of the parameters that could
be configured for each of the entities. Also, the Mean Time To
Repair (MTTR) is another parameter that can control the time
that takes to put again the component into an operational status.

The defense strategy is static: once that the network has
been built, it will not change during the simulation of the
selected scenario. On the contrary, the attacks are dynamic in
nature based on the specific scenario. The probability of an
attack succeeding is a function of the type of attack and the
skills of the attacker. Creating reliable and credible
attack/defense models of an acceptable quality is the main
challenge here. Attack trees and Petri nets have been used to
model and represent the attacks within MAADNET. The
modeled attacks can be from the Internet (outsiders), from an
authenticated user (insiders) or from the wireless infrastructure
(both outsiders and insiders).

C. CyberOps: NetWarrior, developed from the above one by
US DoD’s Defense Information Systems Agency (DISA)
[10].

CyberOps: NetWarrior has been developed from the
“Military Academy Attack/Defense Network (MAADNET)”
simulation closing the evolution of the product line presented
in the two previous sections. The main enhancements
introduced are related to the improvement of the interactivity
and a web based approach with better graphics.

The tool is an immersive 3D virtual environment, with
realistic looking network equipment, similar to an interactive
video-game, where the player (student) has to create a network
within specific resource constraints. The student selects the
security defensive tools and other options that are going to be
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used on his/her network and then sequences of computer
generated attacks are launched in order to assess the strength or
the selected solution.

The evaluation performed by the tool takes into account
parameters such as the utilization of specific security hardware
and software, the policies and procedures in place, and the
impact due to the (un)availability of the specialized
information assurance virtual personnel, as well as their
training, certifications and experience. Money is limited so the
student needs to perform a cost/benefit analysis in order to
make right choices when building the network. The students
receive feedback that helps them to understand their success or
failure in protecting the network. This feedback is dynamic and
it is only related to the specific configuration selected by the
student.

CyberOps can be used as academic classroom, technical
training and computer network defense exercise support tool
through a series of security roles such as NetBuilder,
NetDefenser, NetAssurer and NetWarrior. Multi-player game
has been enabled and students can group in Blue (defenders),
Red (attackers) and White (referees) teams in an interconnected
exercise.

D. The cyber DEfense Technology Experimental Research
laboratory (DETERIlab) of the Information Sciences
Institute of the University of Southern California [11].

The DETERIab testbed uses the Emulab cluster testbed
software developed by the University of Utah. It is a public
facility whose utilization for information security research
purposes can be requested by any principal investigator to the
Emulab Approval Committee. Using DETERIab, a pool of
experimental nodes can be controlled and interconnected in
nearly-arbitrary network topologies.

The DETER testbed facility, from its inception in 2004, has
not been aimed to be used for teaching objectives for users
without a solid background in information assurance but for
researches made by a relatively small experimental community.
It could be anyway used for educational purposes provided that
the target audience has the necessary level of knowledge. The
DETERIab testbed has been used as a laboratory by university-
level cyber-security classes.

DETERIab possess a model for dynamic federation that
enables separate testbed facilities to come together on demand
in order to support large-scale, complex, heterogeneous, multi-
party experiments. In order to support such complex
experiments, a tool has been developed for provide the
researchers with the possibility of easily creating, planning and
iterating through a large range of experimental scenarios:
SEER (Security Experimentation EnviRonment) [12]. SEER
comprises several tools for the configuration and execution of
experiments and provides a user-friendly interface for the
investigators. Some of those tools included in SEER are traffic
generation tools, attack tools, network configuration tools, and
data collection and presentation tools.

The main DETER aim is to be able to provide support for
security experiments that are repeatable. This enables the
researcher to repeat the experimental conditions accurately and
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to modify them only in a controlled manner. Currently the
testbed is composed of two linked clusters: one at USC ISI and
the other one at UC Berkeley, with around 300 experimental
nodes at the moment of writing this article.

E. CyberCIEGE from the Center for Information Systems
Security Studies and Research of the US Naval
Postgraduate School [13].

CyberCIEGE is a high-end, commercial-quality video game
developed jointly by Rivermind and the Naval Postgraduate
School’s Center for Information Systems Security Studies and
Research [14]. The tool shows a simulation in which the
student has to be the decision maker of an IT organization. The
aim of the game is to protect the system by using appropriate
security measures involving procedures, physical and technical
security, while keeping the virtual users productive and
pleased.

The number of different scenarios that can be played is
unlimited since CyberCIEGE has been designed to be
completely extensible. Apart from the simulation engine itself,
CyberCIEGE includes a scenario definition language (with the
corresponding definition tool - SDT) and a scenario
development tool that enable creating completely new
situations, and a context-sensitive video encyclopedia that
serves as instructional aide.

Some of those new scenarios have also been developed
within the Center for Information Systems Security Studies and
can be obtained from [15].

CyberCIEGE is available at no cost to agencies of the US
Government and there are also educational licenses available at
no cost to educational institutions. Finally, there is a free
evaluation version that has limited capabilities.

A comparison between the features offered by
CyberCIEGE and the ones by CyberOps NetWarrior (see
section C above) can be found at [16]

F. NIST IPSec and IKE Simulation Tool (NIIST) [17, 18].

NIIST is an integrated Internet security simulation
framework developed by the National Institute of Standards
and Technology (NIST). The tool has been implemented in
Java and integrated in the Scalable Simulation Framework
(SSF), a discrete, event-driven, scalable modeling framework,
and SSF Network Model (SSFNet) [19], a collection of Internet
modeling tools for simulating Internet protocols and networks.
SSF is mainly focused in scalability and high-performance for
large networks simulation.

While the main goal of NIIST is not to serve for the
security education or training, but to characterize and study
IPSec/IKE performance and its influence on end-to-end
protocols such as TCP, it still could be used to teach the
fundamentals of the Virtual Private Networks (VPNs) and
IPSec.
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G. The  Real-time Immersive  Network  Simulation
Environment (RINSE) for Network Security Exercises of
the Information Trust Institute of the University of lllinois
at Urbana-Champaign [20)].

RINSE is a highly extensible simulator designed for large-
scale, real-time cyber-security training and exercises. The
simulator consists of five components: the iSSFNet network
simulator, the Simulator Database Manager, a database, the
Database Server, and client-side Network Viewers. The
iSSFNet network simulator, which was previously known as
DaSSFNet, is the latest implementation of the C++ network
simulator based on the Scalable Simulation Framework (SSF)
[19] mentioned and referenced in the previous section.

Every simulation entity connects to the Simulator Database
Manager, which provides the data from the simulator to the
database and delivers control information from the database to
the simulator. The Database Server communicates with client
applications, such as the Java-based application “Network
Viewer”, which allows the users to monitor and control the
simulated network from the client side. From there, the user
can issue several commands in order to influence the model
behavior. These commands include five different types:
attacks, defenses, diagnostics networking tools, device control,
and simulator data.

As other simulators presented in the article, the type of
educational target for this tool is aimed at large-scale network
exercises. However, it still can be used for smaller security
training scenarios in order to teach specific information
assurance issues on a network.

RINSE has evolved into a more complex and generic
network simulator: PRIME (Parallel Real-time Immersive
network Modeling Environment) for large-scale real-time
network simulation [21]. PRIME is a project of the Modeling
and Networking Systems Research Group within the School of
Computing and Information Science of the Florida
International University that has also been used for information
security studies such as attacks in routing environments [22].

H. The Reconfigurable Cyber-Exercise Laboratory (RCEL)
for Information Assurance Education at the Center for

Information Systems Security Studies and Research of the
US Naval Postgraduate School [23].

RCEL is the result of a Master’s Thesis developed by R. J.
Guild within the US Naval Postgraduate School in 2004. The
thesis describes the laboratory as a “flexible collection of
equipment that can be quickly interconnected and configured”
[23] and illustrates six practical scenarios with different
learning objectives. These scenarios provide the students with
the opportunity of participating in all phases of the security
lifecycle: analysis, design, construction and operation. The lab
configuration can be quickly changed in order to be used for
different activities. In this case, the author proposes the use of
Symantec Ghost to create images of pre-configured stations
that could then be rapidly deployed when required.

The lab is composed of several stations each of which are
specialized in one network function, such as: authentication,
domain controllers, DNS server, DHCP server, FTP server,
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PKI Certification and Registration Authorities, syslog server, e-
mail server, web server, database server, disk images storage
server, wireless access points, honeynet, vulnerability
assessment (VA), switches, routers, firewall, Intrusion
Detection System (IDS) and Virtual Private Network (VPN)
devices. One lab can be interconnected to another remote one
using a public network by means of a VPN. Whether
interconnected to another remote lab or not, the main idea for
each learning exercise is that part of the LAN (or a complete
VLAN) is acting as attacker while other parts act as defenders.

Probably virtualization, while existing, was not so widely
spread when this thesis was written. If we would like to build a
similar laboratory today we would most likely use
virtualization instead of having dedicated specialized stations
for each of the network functions. The maturity of
virtualization and the processing power of current hardware
allow doing so with an acceptable performance as we can see
in the system presented in the following section.

1 Tele-Lab “IT Security” from the Hasso-Plattner-Institut
fiir Softwaresystemtechnik GmbH at Postdam, Germany
[24].

Tele-Lab “IT Security” is a web-based tutoring system that
introduces students to fundamental IT security concepts and
provides an on-line virtual laboratory for them to be able to
gain practical experience.

The system leverages virtual machine technology for using
a single host system as many different machines at the same
time and to assign a remote machine to a student providing
him/her with administrator rights without jeopardizing the
stability and security of the training system.

Tele-Lab is implemented by using User-Mode Linux. Users
manage the virtual machines by means of a connection that
uses the Virtual Network Computing (VNC) client application.

J. The Network Security Simulator (NeSSi2) developed at
the DAI Laboratory, part of the School of Electrical
Engineering and Computer Science of the Berlin Institute
of Technology, and sponsored by Deutsche Telekom
Laboratories [25, 26, 27].

NeSSi2 is an open source discrete event network simulator,
published under the Apache 2.0 license, incorporating several
security-related capabilities that makes it different from the
general purpose simulators, such as profile-based automated
attack generation, traffic analysis and interface support for the
plug-in of detection algorithms. The plug-in concept allows the
functionality extension without changing the simulation core
itself. Theses extension mechanisms allow three different
levels of abstraction: application, network and device level.

NeSSi2 is built on the JIAC framework [28], a service
oriented architecture based on agents. Agents are used in
NeSSi2 for modeling and implementing the network devices
such as routers, clients, and servers. JIAC agent framework
provides a rich and flexible basis for the implementation and
testing of diverse security configurations and algorithms in
NeSSi2 that allows combining the partial knowledge of the
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agents residing in the network, in a cooperative approach for
identifying and eventually eliminating IP-based threats.

NeSSi2 consists of a simulation back-end, a front-end
(Graphical User Interface — GUI) and a database management
system hosting the results database. The back-end and the
frontend are available for download, for Windows, Linux and
Mac OS, at NeSSi2 website [26]. For the database management
system, NeSSi2 developers recommend MySQL but SQLite is
also supported. The simulator has been built using Java SE 6.
The subnets, the network elements and their properties, have
been modeled using the Eclipse Modeling Framework (EMF)
[29] which also enables automated source code generation and,
thus, the model can easily be extended.

K. S-vLab, an experimental environment for teaching Java
security developed at the University of Bologna, Italy [30,
31].

S-vLab is a virtual laboratory for supporting teaching and
learning in different domains. Among them, S-vLab can also
be applied to the information security area, being one of its
main goals helping students in understanding the Java Security
Platform.

The tool provides a graphical editor and a set of building
blocks that are suitable for designing a simplified version of a
system or protocol. In order to test and assess the efficacy and
the strength of the proposed solution, students are able to
simulate attacks. When playing the attacker role, students
improve their knowledge on how to analyze systems for weak
points, how to choose designs that prevent these flaws, and
how to deploy defenses.

L. A Windows Attack intRusion Emulator (AWARE) from
Fairmont State University [32].

AWARE is an emulator built on Microsoft Windows XP
and for Windows XP users. Its main aim is teaching those users
to detect potential attacks using the XP included tools and to
remediate the effects of those attacks. Some of the XP
emulated tools include: the Process List inside the Task
Manager, the Registry Editor (regedit), a visual version of
netstat (in order to search for unusual port traffic) and a limited
version of the Windows Firewall log.

The system also includes built-in tutorials that help the user
in understanding the tools, how to use them, how they look
like, etc. At the end of the simulation, the user is presented with
an evaluation of the results obtained with an indication on how
well he/she did.

The emulator tries to change users’ passives attitudes and to
provide them with the possibility of counteracting future
attacks. Previous computer security knowledge is not required.

M. RADICL: A Reconfigurable Attack-Defend Instructional
Computing Laboratory from the Department of Computer
Science of the University of Idaho [33].

RADICL is a highly reconfigurable laboratory which main
objective is to enable students to understand attack scripts and
other malware and to use defensive strategies and tools. It has
been designed and developed by senior and graduate students
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The requirements include switching operating systems on
each laboratory machine and reconfiguring the network
topology in less than four minutes. In twelve minutes, starting
from machines without partitions and without operating
systems installed, RADICL can be completely configured and
ready to run.

The laboratory comprises sixteen workstations with dual
NICs and one Xeon server that hosts the OS images. Each of
the workstations is partitioned into nineteen segments with the
same size in order to provide multi-OS booting. The different
networks are separated by using VLANs. Most RADICL
activity does not require advanced networking. A KVM switch
allows the control of any of the seventeen machines in the
laboratory. The central image server consolidates all RADICL
capabilities into a single web-based front end making
unnecessary moving hardware or unplugging and plugging
cables and devices.

Further development has been made in order to extend the
capabilities of the original RADICL lab. For example, Team 54
of the Computer Science Department of the University of
Idaho has extended the project and renamed it as Vrad LAB
[34]. Among other improvements we can find the use of
virtualization by means of VMware which enables the
possibility of running up to 16 virtual machines concurrently,
the central storage of operating system images on a server, the
possibility of running multiple isolated experiments and the
remote access to the lab.

Not all the analyzed tools are easily accessible; therefore
not all of them could be tested, as it was the authors’ intention.
It appears that it would be a good idea to have more open
source, freeware and/or inexpensive developments in this area
and specifically individual tools that allow easily good
performance training. Within the Electrical and Computer
Department of the Industrial Engineering School of UNED
(Spanish University for Distance Education) there are several
efforts in order to provide such tools not only for the students
but also for the general public.

One of those applications is the information security
didactical system presented at [35] that comprises two different
tools: a network attack simulator and an intrusion detection
system, IDS. Both tools share a usable and really friendly
interface, and are distributed as a kit that can be easily installed
by the student in any computer, since the system is open-source
and multi-platform. The system has been developed in Java
using Eclipse IDE. The system allows two types of users: the
student that wants to explore more in detail the way an IDS
works, and the collaborator who would like to extend the
system by adding new features, such as new attacks and new
signature attacks for the IDS.

Another example is fragSim [36], an interactive simulator
for studying the IP fragmentation process that is in the process
of being extended to include extra functionality. fragSim is a
completely web based network simulator developed for the
Adobe Flash framework. This makes possible to have access to
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the simulator from almost any imaginable platform with the
only pre-requisites of being connected to the Internet and
having a web browser with the Adobe Flash plug-in installed.
The simulator allows a degree of user interactivity where the
user is able to define the desired network topology, the value
for the Maximum Transmission Unit (MTU) on each of the
links and the size for the telecommunications protocol stack
upper layer messages that will be fragmented. The application
has also been built to be graphically attractive in order to
positively influence the user learning experience while
capturing user attention. fragSim has been in use during the
academic year 2008/2009 by the students of two subjects
within the Industrial Engineering School of UNED (Spanish
University for Distance Education): “Industrial
Communications” at 5th course of the MSc in Industrial
Engineering, and “Industrial Communications Networks” at
3rd course of the BSc in Industrial Engineering. Unfortunately,
it is still soon to have enough student evaluations in order to
assess their perception when using fragSim, but the tool will
continue to be available to the same students on following
academic years and it is planned to expand the usage to other
computer network and communications courses. It is expected
to receive valuable feedback that allows the implementation of
improvements and new features.

III. TAXONOMY

Saunders [1, 2] produces a taxonomy by classifying the
information security simulators in five distinct categories:
PacketWars, Sniffers + network design tools (also named
Flexible Network Design in other parts of his document),
Canned attack/defend scenarios, Management flight simulators,
and Role-playing.

PacketWars refers to a type of simulation that utilizes
network attack and defense at a tactical level. Most of the
simulators in this category are implemented in real networks
with real equipment but not necessarily all of them due to the
benefits of simulation and/or virtualization. The network
infrastructure used to organize annual Cyber Defense Exercises
(CDX) by governmental/military authorities, such as the ones
organized by the US National Security Agency (NSA) [37] or
the North Atlantic Treaty Organization (NATO) [38], will also
fall into this category.

Sniffers + network design tools category comprises the
tools that combine the use of Network Modeling and
Simulation (NMS) packages with the use of network protocol
analyzers (also known as sniffers). In this category, the tools
mentioned in the introduction of section 2 [3-6], would be
included. In this article, we have also included tools that work
as a generic NMS but are specialized in information security
modeling.

Canned attack/defend scenarios includes most of the tools
analyzed in this article. According to Saunders, here we refer to
simulators that are typically standalone and can be used as a
game. As we have seen in the previous section, some of them
have evolved incorporating the possibility of connecting to
other remote “players” or being remotely managed. Therefore,
not all of them are completely standalone applications.
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Management flight simulators are, according to Saunders,
applications built using a System Dynamics or a Discrete Event
Simulation (DES) tool. However, in the research, we have not
considered the requirement in this statement to be essential
and, following [1, 2], the key feature considered for including
one of the simulators in this category is the management of
resources (money, personnel, devices, etc.) during the
simulation, regardless of the tool used to develop the system or
its use only by managers or directors.

Role-playing is a type of simulation that does not employ
computer-based simulations but, as it can be easily inferred,
actors playing different roles within a given scenario. In this
area, the Cyber Defense Exercises mentioned before, in their
part related to the strategic level decisions, would be included.

Taking into account these descriptions, the simulators
analyzed in this article have been classified in Table I:

TABLE L CLASSIFICATION UNDER SAUNDERS CATEGORIES
Simulator Name Category
CyberProtect Canned Attac}(/Defend
Scenarios
MAADNET PacketWars
CyberOps: NetWarrior Canned Attac}(/ Defend
Scenarios
DETERIab PacketWars
CyberCIEGE Management Flight
Simulators
NIST Not applicable
RINSE PacketWars
RCEL PacketWars
Tele-Lab "IT Security" PacketWars
NesSSi2 Sniffers + Network Design
Tools
S-vLab PacketWars
AWARE PacketWars
RADICL PacketWars

As Table I shows, most of the tools analyzed in this article
fall under PacketWars category. Saunders’ classification was
done with the aim of assisting in making a decision about the
level of effort that would be needed to get started in the
information security simulation world. However, the presented
categories do not provide per se the intended knowledge to
serve as assistance for making a decision; nevertheless, the
required knowledge can be inferred from [1, 2], specially from
the categories comparison table included there.

Therefore, in this article, the taxonomy has been broken
down into several distinct tables. On the first two (tables II and
IIT), the general technical features of the analyzed tools will be
presented while, on the other two (tables IV and V) the focus
will be put on the features related to the teaching and didactical
capabilities of the tools.
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can run different instances of the operating system, not being

TABLE IL. TECHNICAL FEATURES necessary that those instances are identical or even of the same
operating system.
Simulator Name Type Remotely Virtualization
usable
CyberProtect Simulator No No TABLEIIl.  TECHNICAL FEATURES (CONTINUED)
. Client/S
MAADNET Simulator Arlceﬁitecetruvreer No Simulator Name Standalone Scalability . Lilcenftf: .
CyberOps: . nclassite:
. Simulator No No imi icati
NetWarrior CyberProtect Yes Limited by HW appllcatlon
Yes (using a v features available at no
DETERIab Laboratory XMLRPC API) es T T . CosFl -
imite ot available
CyberCIEGE Simulator No No MAADNET No featurZs outside USMA
NIIST Simulator No No Good (by means Unclgsmﬁed
CyberOps: Yes of new application
~ Itcanbe NetWarrior scenarios) available at no
RINSE Simulator interconnected No cost
to real-world Public use.
networks Projects under
It can be a principal
connected to Excellent investigator
RCEL Laboratory external No DETERIab No (DETER previously
organizations Federation) authorized by
by means of a Emulab
VPN Approval
Tele-Lab ,,I T Laboratory Yes Yes Commm?e
Security : i Commercial.
Yes (installing No cost for US
NeSSi2 Simulator | he frontend on No Government or
a dlffgrent Good (by means Education
machine) CyberCIEGE Yes of new Institutions
S-vLab Laboratory Yes Yes scenarios) (also outside
US). Free
Emulator evaluation coy
AWARE on No No available
Windows -
XP NIIST Yes Not applicable Open Source
RADICL Laboratory Web lnterfgce Yes Open Source
configuration (PRIME SSF
. - - RINSE No Excellent
Type indicates the type of analyzed tool. Most of them are simulators, some of them are laboratories and and PRIME
we have an instance of an emulator. SSFNet)
The second column indicates if the tools can be remotely managed/operated. Fair (by adding
The third column shows the virtualization capabilities of the tools. more machines 3
RCEL No or by Not gvallable
. . outside NPS
interconnecting
Table IT shows how analyzed tools have been classified into —-— with other labs)
three types. Many of them are simulators: computer eSZ;u?i " No Very good Open Source
applications that reproduce the system behavior under certain o 1
specific conditions. One of them could be classified as an NeSSi Yes Excellent Open Source
emulator: a computer application that models a system S-vLab No Unclear Open Source
accurately, mimicking its actions and trying to exactly match AWARE v N cabl Unkn
the same behavior as the real system. The third type is for o ot applicable ninown
computer laboratories: sets of real devices typically separated Yes (the .
: : . oA network lab Available only
from the production networks, and which main objective is to X . .
. . . is not Fair (by adding at the
perform experiments in a controlled environment. RADICL connected | more machines) | University of
Regarding the capability of being remotely used, we have n::xg;le(rs) Idaho

found tools that can be managed via web, by means of a
custom made client/front-end, using an Application
Programming Interface (API), and even connecting to real-
world networks, or the ones that do not have any of these
possibilities.

Finally, in table II we have classified the tools by indicating
which ones wuse virtualization and which ones not.
Virtualization is a technique that allows partitioning a single
physical machine into several virtual machines that typically

978-1-4244-6571-2/10/$26.00 ©2010 IEEE

Standalone indicates whether the analyzed tool is/can be installed on a single machine.

The second column gives an indication of the growing capacity of the tool.

The third column expresses the type of license under which is distributed the tool.

In Table III, the tools have been classified as standalone or
not. A standalone application is one that can run without a
network connection on a single system. Please note that
RADICL has been classified as standalone but taking into
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account that the whole laboratory itself is not connected to Simulator Name ATzfget (;)l“e:achgng Lzarnmg
networks other than its internal one. udience bjectives urve
protocol protocols in
On the second column, a classification measuring the level mechanisms large scale
of scalability of the solution has been presented. The scalability VPNs
is the property that allows expressing the growing ability of the Experienced L:ii'g;aée’
Fool both in terms of hgndlmg increasing amounts of tasks and RINSE network cyber-security | Unclear
in terms of being readily enlarged. A scale with values: poor, Sfecumy | training and
fair, good, very good and excellent has been used. professiona’s exercises
. L. . Information S £
The last column on this table indicates the type of license Assurance 'u;f)‘port (t)' an
used for the tool distribution, if any. Note that some of the RCEL Students with lzszummié‘;n Moderate
laboratories (MAADNET, RCEL and RADICL) can only be a profound education
used on the premises where the lab is installed since they also technical rogram
do not have the possibility of bei tel d background | P8
o not have the possibility of being remotely managed. Information
There are not many tools that are ready to be used for Stﬁzse‘;rtzn;ih dil\’lffzgn
standalone study. This is of paramount importance for the Tele-Lab "IT Security" minimum subjects Moderate
typical student of an Open University. Further development on previous Basic level
such tools and/or simulators in-the-cloud would be desirable. knowledge
. Detailed
Also, while we found some tools that are open source, for examination
public use or at no cost for educational institutions, it would be and testing of
worthy to count on further efforts on this area. Computer security-
: s NeSSi2 Science related Moderate
Finally, it is necessary to remark that all of the tools found students and network
are in English, while it was expected finding some tools professionals | algorithms,
completely translated into other widely spread languages, such deteczgg units
as Spanish. S-vLab web site and documentation is in Italian. 6
rameworks
Students of 4°
TABLEIV.  DIDACTICAL CAPABILITIES S-vLab courseina5 | Java Security Fast
years degree
. Target Teaching Learning Detect
Simulator Name Audience Objectives Curve potential
Novice Generic . attacks and
CyberProtect network information Fast AWARE Wmﬁ;)::: XP 1 emediate the Fast
Y security security effects using
professionals training Windows XP
.- Generic built-in tools
US Military . . -
Inf t .
MAADNET Academy 1n§2211111§:;0n Fast A;Sﬁrrljnlcoen Understandlng
cadets training RADICL and Computer at;e;c(l; jfhr;l; s Moderate
i Engineerin
Information int("(}):lne;fon S%u dents ¢ malware
CyberOps: NetWarrior Assurance . Fast - — N
Students sec.ur.lty The target audience column shows the expected main “customers” for the tool.
tram'mg' The second column provides a description of the main topics that the tool could be demonstrating to a
Teachlng 18 potential student.
not thelm}?in The third column depicts the speed of the learning process from the moment that the tool starts to be
. target. It has used.
Academic
DETERIab and industrial liiiﬁr‘iiid by | Stow
cybersecurity ratory by . .
rescarchers university- . In Tgble IV, as target audlence. we have mainly feund
level cyber- information assurance students within computer science
S;Z‘;‘e? courses/degrees. However, the complexity of the tools makes
Tnformation some of them unreachable for people without a solid
I . assurance background in networking and information security. It is
niormation basics. Risk remarkable that there is one tool (AWARE) that is clearly
CyberCIEGE Assurance Fast . . . :
Students management. targeted to users with only a basic knowledge on using their
Resource personal computers. The authors have tried to obtain the tool
management .
from the developers for further assessment without response so
Researchers Research and £
of new and evaluate the ar.
existing dynamic The learning objectives cover a wide range of completely
NIIST intenet behavior of an Slow . Lo . . .
security interacting d¥fferent poss1b111tles. While some too'ls aims are deliberately
technologies, suite of high-level, specific ones, due to their focus on large-scale,
protocols or security complex experiments, many of the analyzed tools show

978-1-4244-6571-2/10/$26.00 ©2010 |IEEE
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different levels of generic information security training even
appropriate to novice students. Those complex ones are not
suitable for being used as starting point for teaching
information security.

At learning curve column, an indication on the level of
effort required for the student to be able to use the tool at an
acceptable level of efficiency is shown. The use of the term
“steep” has been intentionally avoided since sometimes has
different interpretations. The used values are: slow, moderate
and fast, being “slow” the one that shows more difficulties in
reaching the target and “fast” the one with fewer difficulties.

TABLE V. DIDACTICAL CAPABILITIES (CONTINUED)
Simulator Name Usability LSZ:;i(;f
CyberProtect Very good Fair
MAADNET Very good Fair
CyberOps: NetWarrior Excellent Good
DETERIab Good Excellent
CyberCIEGE Excellent Good
NIST Fair Very good
RINSE Good Good
RCEL Good Excellent
Tele-Lab "IT Security" Good Unclear
NeSSi2 Very good Excellent
S-vLab Good Fair
AWARE Very good Fair
RADICL Good Very good

The usability denotes the ease with which the students can employ the analyzed tools in order to achieve
the learning targets.

The second column shows how complex is the tool and how accurately represents the real system.

Finally Table V shows, for the usability, the values poor,
fair, good, very good and excellent have been chosen, being
“poor” the value that express a condition in which the student
hardly can utilize the tool for achieving the objective without a
considerable effort, and “excellent” the situation where the
student start receiving benefits from the learning action from
the very beginning.

The level of detail is related to the didactical capacity since
it indicates the fidelity of the abstraction that the tool provides.
It has to be noted that the closer to the real system, the higher
the level of detail, but also the bigger the effort required. The
values are exactly the same as the ones in the previous
paragraph with a similar meaning.

As a final point, it can be added that it would be desirable
to have more tools for students without previous experience in
information assurance issues and covering diverse related
aspects.

978-1-4244-6571-2/10/$26.00 ©2010 IEEE

CONCLUSION

Not all the security simulators found and analyzed in this
article are mainly developed having information security
education, training and/or awareness in mind. However, most
of them can be used in the purpose of illustrating different
information assurance concepts and ideas. It would be
desirable, anyway, that new tools were developed with a focus
on enabling information assurance concepts teaching, not only
for university students but also for anyone interested
professionally in these subject matters. We think also that these
tools must be extremely easy to use and also individualized,
allowing a deep understanding of the concepts by doing
“experiments” in the students’ own environment. In that sense,
we are developing an effort to create an integrated toolset of
information security training tools, in order to illustrate
different aspects of the subject matter and we are also
evaluating which of the analyzed tools in this paper could be
part of this toolset.

When the tools research was started it was expected not to
find many. Even when the number of identified efforts is non
negligible, it can be stated that there is still a long way to be
followed until finding an acceptable diversity in this kind of
tools covering every information assurance aspect that needs to
be taught. Therefore, further developments in this area are
going to be, for sure, warmly welcomed by the education
community.

ACKNOWLEDGMENT

The authors would like to acknowledge to the European
Union Socrates the support in the IPLECS Project — Internet-
based Performance-centered Learning Environment for
Curricula Support Project ERASMUS 141944-LLP-2008-1-
ES-ERASMUS-ECDSP as well as in the Project 142788-2008-
BG-LEONARDO-LMP mPSS — mobile Performance Support
for Vocational Education and Training Project.

REFERENCES

[1] J. H. Saunders, "The Case for Modeling and Simulation of Information
Security". National Defense University. Accessed December 2008.
http://www.johnsaunders.com/paper/securitysimulation.htm

[2] J. H.Saunders, "Modeling the Silicon Curtain," SANS Institute, 2001.

[3] J. Ryoo, P. Altoona, and T. Oh, "Teaching IP Encryption and
Decryption Using the OPNET Modeling and Simulation Tool,"
Proceedings of the 12th Colloquium for Information Systems Security
Education, 2008, p. 113-118.

[4] G. Corral, A. Zaballos, and C. Canet, "Proposal of new challenge labs
for the OPNET IT Guru Academic Edition," OPNETWORK'2004,
Washington: 2004.

[5] A. Ahman, and S. Hassan, "Network Security Simulation using

OMNET++," Proceedings of the Malaysian Government Open Source
Software Conference, MyGOSSCON 2008, November 5-6, Putrajaya,

Malaysia, 2008. Accessed October 2009.
http://mygosscon.oscc.org.my/2008/index.php/papers?task=viewcategor
y&catid=22

[6] B. Schmerl, S. Butler, and D. Garlan, "Architecture-based Simulation
for Security and Performance". School of Computer Science, Carnegie
Mellon University, Pittsburgh, USA.

[7]1 IA Education, Training and Awareness Online Training Catalog of the
Information Assurance Support Environment (IASE) of the US DoD’s
Defense Information Systems Agency (DISA), Accessed October 2009.
http://iase.disa.mil/eta/online-catalog.html

April 14-16, 2010, Madrid, SPAIN

IEEE EDUCON Education Engineering 2010 — The Future of Global Learning Engineering Education

1915



(8]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

(23]

J. R. Surdu, J. M. D. Hill, R. Dodge, S. Lathrop, C. A. Carver, "Military
Academy Attack/Defense Network Simulation". Department of
Electrical Engineering and Computer Science, United States Military
Academy, West Point, USA, 2003.

JM. Hill, J.R. Surdu, S. Lathrop, G. Conti, and C.A. Carver Jr,
"MAADNET NetBuilder: A Service/Demand Focused Network
Simulator,” 2003 International Conference on Simulation and
Multimedia in Engineering Education (ICSEE'03), Communication
Networks and Distributed Systems Modeling and Simulation (CNDS
2003), part of the Western MultiConference on ComputerSimulation
(WMC'03), Orlando, Florida, 2003.

B. Duffy, "Network Defense Training through CyberOps Network
Simulations". In Proceedings of the Modeling, Simulation, and Gaming
Student Capstone Conference 2008. April 9, 2008, Norfolk, Virginia.

Information Sciences Institute, University of Southern California,
"DETERIab Testbed". Accessed August 2009. http://www.isi.edu/deter/

S. Schwab, B. Wilson, C. Ko, and A. Hussain, "SEER: A Security
Experimentation Environment for DETER," Proceedings of the DETER
Community Workshop on Cyber Security Experimentation and Test on
DETER Community Workshop on Cyber Security Experimentation and
Test 2007, USENIX Association, 2007.

C. E. Irvine, M. Thompson, "Teaching Objectives of a Simulation Game
for Computer Security". Center for the Information Systems Studies and
Research, Naval Postgraduate School, Monterey, USA, 2003.

C. Irvine, M. Thompson, and K. Allen, "CyberCIEGE: Gaming for
Information Assurance," IEEE Security and Privacy Magazine, vol. 3,
2005, pp. 61-64.

CyberCIEGE website. Accessed
http://cisr.nps.edu/projects/cyberciege.html

October 2009.

Note from the Center for the Information Systems Studies and Research
of the Naval Postgraduate School on a "Comparison Between
CyberCIEGE and CyberOps NetWarrior", dated September 14, 2009.
Accessed October 2009.
http://cisr.nps.navy.mil/cyberciege/CyberCIEGEvsNetWarrior.pdf

NIST IPSec and IKE Simulation Tool (NIIST). Accessed October 2009.
http://www.antd.nist.gov/niist/

0. Kim, D. Montgomery, "Behavioral and Performance Characteristics
of IPsec/IKE in Large-Scale VPNs", Advanced Network Technologies
Division, Information Technology Laboratory, National Institute of
Standards and Technology, Gaithersburg, USA, 2003.

Scalable Simulation Framework (SSF) and SSF Network Model
(SSFNet). Accessed October 2009. http://www.ssfnet.org

M. Liljenstam, J. Liu, D. Nicol, Y. Yuan, G. Yan, and C. Grier, "RINSE:
the real-time immersive network simulation environment for network
security exercises," Proceedings of the 19th Workshop on Principles of
Advanced and Distributed Simulation, IEEE Computer Society, 2005, p.
128.

PRIME  Project  web site. Accessed  October
https://www.primessf.net/bin/view/Public/PRIMEProject

Y. Li, M. Liljenstam, and J. Liu, "Real-time security exercises on a
realistic  interdomain  routing  experiment  platform,"  23rd
ACM/IEEE/SCS Workshop on Principles of Advanced and Distributed
Simulation (PADS'09). Lake Placid, New York, June 22-25, 2009. pp.
54-63.

R. J. Guild, Thesis "Design and Analysis of a Model Reconfigurable
Cyber-Exercise Laboratory (RCEL) for Information Assurance

Education". Naval Postgraduate School, Monterrey, California, USA,
2004.

2009.

978-1-4244-6571-2/10/$26.00 ©2010 IEEE

[24]

[25]

[26]
[27]

(28]

[29]

[30]

[31]

[32]

[33]

[34]

[33]

[36]

[37]

[38]

J. Hu, C. Meinel, and M. Schmitt, "Tele-lab IT security: an architecture
for interactive lessons for security education," Proceedings of the 35th
SIGCSE technical symposium on Computer science education, ACM
New York, NY, USA, 2004, p. 412-416.

R. Bye, S. Schmidt, K. Luther, and S. Albayrak, "Application-level
simulation for network security," Proceedings of the First International
ICST Conference on Simulation Tools and Techniques for
Communications, Networks and Systems, Gent, Belgium: ICST, 2008.

NeSSi2 website. Accessed October 2009. http://www.nessi2.de/

J. Chinnow, R. Bye, S. Schmidt, K. Bsufka, S.A. Camtepe, and S.
Albayrak, "An Extensible Simulation Framework for Critical
Infrastructure  Security," DAI Laboratory, School of Electrical
Engineering and Computer Science of the Berlin Institute of
Technology, Technical Report: TUB-DAI 09/09-1, September 14, 2009.

S. Fricke, K. Bsufka, J. Keiser, T. Schmidt, R. Sesseler, and S.
Albayrak. "Agent-based telematic services and telecom applications".
Communications of the ACM, 44(4):43-48, April 2001.

Eclipse Modeling Framework (EMF) website. Accessed October 2009.
http://www.eclipse.org/modeling/emf/

A. Riccioni, E. Denti, and R. Laschi, "An experimental environment for
teaching Java security," Proceedings of the 6th international symposium
on Principles and practice of programming in Java - PPPJ '08, 2008, pp.
13-22.

S-vLab. Website of the course on Information Security, University of
Bologna. Accessed October 2009. http://lia.deis.unibo.it/Courses/
TecnologieSicurezzaAK/S-vLab.html.

D. L. Tobin Jr., M. S. Ware, "Using A Windows Attack intRusion
Emulator (AWARE) to Teach Computer Security Awareness". In
Proceedings of the 10th annual SIGCSE conference on Innovation and
technology in computer science education, pp. 213-217. 2005, June 27-
29, Monte de Caparica, Portugal

S. Caltagirone, P. Ortman, S. Melton, D. Manz, K. King, and P. Oman,
"RADICL: A Reconfigurable Attack-Defend Instructional Computing
Laboratory," International Conference on Security and Management Las
Vegas, NV, USA, June 20-23, 2005.

VRAD Lab Project. Codename: LeapFrog, University of Idaho.
Accessed October 2009. http://www2.cs.uidaho.edu/~cs481-54/

H. Menéndez and G. Diaz, "Individualized tools for Information
Security Learning: Attack Simulator and Intrusion Detection System",
Proceedings of the XI International Symposium on Computers in
Education, Coimbra, Portugal, November 2009.

V.J. Pastor Pérez, "Simulador interactivo para el estudio de la
fragmentacion de datagramas IP," Master’s Thesis, ETS de Ingeneria
Informatica, Universidad Nacional de Educacion a Distancia (UNED)
2007. Accessed October 2009. http://www.vicentepastor.es/fragSim,
http://www.thesis.es/index.php/fragsim

National Security Agency (NSA) Press release, "West Point Takes the
NSA Cyber Defense Trophy for the Third Straight Year", Fort George
G. Meade, Maryland 20755-6000, April 28, 2009. Accessed October
2009.
http://www.nsa.gov/public_info/press_room/2009/cyber defense_trophy
.shtml

Myrli, S. (Norway) Rapporteur, NATO Parliamentary Assembly, Sub-
Committee on Future Security and Defence Capabilities, NATO and
Cyber Defence, Draft Report, 173 DSCFC 09 E, September 3, 2009, p.
11

April 14-16, 2010, Madrid, SPAIN

IEEE EDUCON Education Engineering 2010 — The Future of Global Learning Engineering Education

1916




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /CMBX12
    /CMBX5
    /CMBX6
    /CMBX7
    /CMBX8
    /CMBX9
    /CMBXSL10
    /CMBXTI10
    /CMCSC10
    /CMCSC8
    /CMCSC9
    /CMDUNH10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /CMFI10
    /CMFIB8
    /CMINCH
    /CMITT10
    /CMMI10
    /CMMI12
    /CMMI5
    /CMMI6
    /CMMI7
    /CMMI8
    /CMMI9
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /CMR12
    /CMR17
    /CMR5
    /CMR6
    /CMR7
    /CMR8
    /CMR9
    /CMSL10
    /CMSL12
    /CMSL8
    /CMSL9
    /CMSLTT10
    /CMSS10
    /CMSS12
    /CMSS17
    /CMSS8
    /CMSS9
    /CMSSBX10
    /CMSSDC10
    /CMSSI10
    /CMSSI12
    /CMSSI17
    /CMSSI8
    /CMSSI9
    /CMSSQ8
    /CMSSQI8
    /CMSY10
    /CMSY5
    /CMSY6
    /CMSY7
    /CMSY8
    /CMSY9
    /CMTCSC10
    /CMTEX10
    /CMTEX8
    /CMTEX9
    /CMTI10
    /CMTI12
    /CMTI7
    /CMTI8
    /CMTI9
    /CMTT10
    /CMTT12
    /CMTT8
    /CMTT9
    /CMU10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice




